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Cvber Crime: Its I mpact on Government, Society and the Pr osecutor

Cyber crime has been increasng in complexity and financid costs since corporations
darted to utilize computers in the course of doing business.

As technology increases between governments that are involved in internaiond
business, criminds have redized that thisis a cost effective method to make money.

This investigation and trid manud is meant to serve as a basc template on the lessons
learned to prepare governments, and their prosecutors, for combating cyber crime. To
deve deeply into computer technology requires both long sudy and technica
expertise.  Therefore, as in most crimes that are technica in nature, or have technica
agpects to them, such as bank fraud, murder investigations that require the andyss of
blood and spatter techniques, gun-shots that require extendve bdlidics investigation,
experts are advisable for use as an ad in directing your investigations, to act as a
specid adein preparing for trid, and as an expert to testify in thet trid.

However, expets ae not absolutdy required, paticulaly in identifying basc
components that make up a cyber crime, and on how to prove the eements of that
cae. We dl know that computer crimes can run from the smple to the ultra
sophisticated. This does not mean they are not solvable, and explainable to the
judiciary during any trid. The complexity in these crimes should not be feared. All
that is required is for you to understand the basic concepts explained in this manud,
follow its ample rules and use tha knowledge you have acquired. You will then be
able to adequatdly investigate, prepare and put on any case.

External Cyber Attacks

Externd cyber atacks are increasing in frequency and causng extensve damage to
companies and organizations. Cyber ciminds have dso organized into crimina
groups that will cause damege for the chalenge, pay, extortion, blackmal, etc.
Externd attacks are typicaly launched from the Internet and circumvent the poor
security controls of a government or corporation.

Internal Cyber Threats

The internd cyber threat is the most damaging to an organization due to the indder
knowledge that an internal source has of an agency or company. An example of an
internal employee who caused grave damage to an organization is of a police officer
that used his indde knowledge of his law enforcement organization and its network to
ded sengtive information that he then exchanged with aforeign power for money.

Malicious Software
Viruses Software that attaches itsdf to a normd file and then reproduces itsdf to
cause damage to a computer system or network.

Worms. Software that looks for vulnerabilities in a computer system or network and
then reproducesiitsdlf.



Trojan horse: This is a program that appears to be a rormd program but in redity is
used to introduce a maicious program to a computer system or network.

Backdoors. Programs that are placed by cyber criminds to gain access to a computer
system or network at alater date and time.

Viruses

This mdidous software can be transported by a variety of mechanisms like email.
The best protection againgt viruses is to ensure that adl sysems have the latest anti-
virus software.

E-CommerceFraud

Criminds use the Internet and computer to defraud victims by pogting items that do
not exist or are damaged. ECommerce Fraud is growing a an increasing rate due to
the availability and use of the Internet to conduct commerce.

Phishing/I dentity Theft

Phishing involves the use of emal or web pages to convince victims to reved ther
pesond or finencd information. The dolen informaion is then used for the
crimind’s benefit.

Web Hacking

Cyber criminds use web hacking to deface government or corporate web stes. This
activity is conducted to embarrass and show that the agency or company has weak
Security.

Hacktivism

Hacktivism involves the use of computers and the Internet to conduct resistance
agang a government or corporatiion. Hacktivits will conduct Denid of Service
(DoS) attacks, intrusons, and web defacing to make a point about ther politica
views.

Cyber Espionage

Cyber Espionage involves the utilizetion of computer systems to ad in the act of
geding sengtive information. Cyber Espionage is generaly sponsored by a State or a
corporation that is attempting to gan an advantage over a competing/adversaria
corporation, espionage group or target state or their agencies.

Financial Impact of Cyber Crime

The overdl monetary impact of cyber crime on society and government are unknown.
Some estimates are that viruses and worms cause damages into the hillions of dollars
ayea. It is esimated that only 5 - 10% of cyber crime is reported to law enforcement
authorities. Reasons why cyber crime is not reported varies from not knowing that a



cyber incident has occurred to not wanting the public to know that a company’s
security data may have been exposed.

Cyber Crime Unit Requirements

The impact of cyber crime has been, and will be in the future, fdt by al governments
and economies that are comnected to the Internet. Criminas will use the Internet,
computers and other digital devices to facilitate their illegd activities. Prosecutors and
police must have resources, training and equipment required to address cyber crime in
order to keep current on this newest method of crime fighting.

History of Cyber Crime

Cyber Crime

Criminds have been usng computers to fadilitate their crimind activity snce the
advent of the digitd age. Computers are a tool that criminds use much like a lock
picking tool or a counterfeiting machine. Criminds have learned that computers
provide an anonymity that has previoudy been unattainable in society.

Hacker Profile

“Hackers’ is a tem that is currently used to identify individuds who bresk into
computers. Hackers can be any age, creed or nationdity. Hackers have gained a
negetive image due to their exploits in the past few years. Hackers may commit their
cimind activity for excitement, the chdlenge or monetary reasons. Hackers tend to
be young mdes who have extremdy high inteligence and curiogty. There has been
an increese in the number of femdes that have acquired the skills to break into
computer systems.

Hackers may organize themsdves into hacking groups that will in some cases
compete againgt other hacker groups in order to see who can exploit the most
computersin a set time frame.

Cyber Criminals

The advent of the Internet dlows cyber criminds to conduct illegd activity from a
computer far removed from where the crime is actudly taking place. A crimind can
bresk into a computer network a continent away and steal credit card and banking
information without having to be physcdly present a the scene. Criminds are usng
computers to conduct narcotics trafficking, child pornography, bank fraud, etc. usng
acomputer and the Internet as avehicle for illegd activity.

Law enforcement officids need to be aware of the many methods that criminds use
and how to respond to this new and emerging crime scene.

Criminds dso form into cyber gangs that may be dispersed across the continent. They
utilize the specific skills of individuds who may be proficient a bresking into



databases. These cyber criminds typicdly use “handles’ or “NIC'S’ to identify
themsalves to the group.

Case Study:

In 1999, an individua acquired unauthorized access to a naion’s Naiond Inditute of
Health (NIH) network. He accessed the network using a backdoor that he created on
the sysem when he was an employee of the NIH. He downloaded documents that
provided information on medica dosage recommendations for patients.

A subpoena was obtained for the Internet Protocol (IP) address of the computer that
accesed the NIH network. A search warrant was obtained for the individud’s
resdence. During the search, 3 computers were identified and seized as evidence.
Andyss on the 3 computers identified the files that he had illegdly downloaded from
NIH aong with child pornography. At his trid, his lawyers tried to suppress evidence
based on search warrant procedures. The judge dlowed the evidence and this
individua was found guilty.

Cyber Crime Methodology

Cyber criminds typicdly follow a methodology when they ae conducting ther
illegd activity. The process is based on their experience acquired through attempting
to bresk into, and subsequently bresking into computer systems. What this provides
law enforcement is a Modus Operandi (MO) with patterns that prosecutors and police
can use to build ther case. Law enforcement officials should establish databases on
the MO of cyber crimindsin their sectors.

Cyber criminas will typicadly need to use a computer network thet is difficult if not
impossible to identify. This is done to make it difficult for law enforcement to identify
the perpetrator of the cyber crime. Cyber criminds will “hack” into a victim computer
or will use cyber café sto commit their illegd activity.

Role of Computers
* Vidim
> A computer that is the object of an intruson or unauthorized activity.

o Indrumentaity
» Computersthat are used to conduct illegd activity.

» Evidence
» Computersthat are used to store evidence of the crime.

A Closer Look at Methodology
» Hackers will initidly conduct inteligence gathering during the fird phase of
tharr illegd activity.

» They want to learn network range, extranet connections, etc.



» Hackers next conduct network discovery to identify the number and operating
systems of the target victim’s computer network.

» Hackers will dso conduct host enumeration in order to identify vulnerabilities
that exist of the system.

*  The computer's vulnerabilities will then be exploited by the crimind.

* Cyber criminds will adso ingal password crackers on the network. These
“crackers’ will alow them to “bresk” the passwords of the authorized users.

e Once the network has been compromised, cyber criminds will usudly ingdl

“giiffers’ that alow them to capture user id/passwords and other senstive
informetion.

* Hackers may use stegonagraphy in order to hide important data from law
enforcement personnel.

»  Stegonagraphy is very easy to use with automated software.
What is Steganogr aphy?

Steganography or stego is the science of hiding information. Steganography is derived
from the Greek word for covered writing Stego is used by narcotics traffickers, child
pornographers, terrorists and other assorted criminds to hide messages. The use of
dego is increesng as individuds and organizations engaged in crimind activity
redlize the benefit of hiding ther information from law enforcement.

A History of Steganography

Steganography has been around since the dawn of man’'s higtory. The Ancient Greeks
hid messages by scraping the wax off of tablets, writing on the wood, and then
covering the message with a new coat of wax. The message was thus hidden from
plan view.

In the modern ages, intelligence agencies have used, among other techniques, micro-
dots to hide their messages. The advent of digita technology has refined stego to a
new level. Computers now make it possble to “hide’ documents, pictures, €tc...
ingde of another document, picture, music file. The hidden information can be stored
on a computer, removable media or e-mailed.

There ae no laws or regulaions that bar the use of seganogrephy to hide
information.

Detecting Steganogr aphy

The detection of steganography is difficult and there are not many tools that will
provide the investigators with conclusive information to the presence of stego.



One method would be to compare file sze. A “suspect” file that contains hidden data

“MAYH

be larger than the origind. Invedtigators can on occason “SEE’ subtle

changes in an image that is being used to hide data.

In both of these cases, the origind and the “suspect” file are required to make
the comparison.

Investigators, when conducting an analyss of a suspect system, need to be
aware of the tools that are available to hide information.

The possesson of these tools by the suspect is an indication that this
individud is using stego to hide data

Stego Software

S-Tools3/4 — Hides messagesin BMP, GIF, WAV files.
BMP Secrets — Hides messagesin BMP files.

Gif It Up — Hides messagesin GIFfiles.

StegoHide — Hides messagesin BMPfiles.

MP3Stego — Hides messages in MP3 files.

L aw Enforcement’s Responseto Cyber Crime

The invedigation of a cyber cimind is very amilar to a traditiond investigation. The
magor difference is tha cyber investigations have a technology component that needs
to be identified and addressed. Not identifying and reviewing the technical component
is gdmilar to not reviewing and leaving unexamined the maerids contaned in a file
cabinet that islocated in the crimind's home/office.

I nvestigative Technique

Computer/Firewall/ Intruson Detection System/Network Logs
» Datalnterception and Monitoring

e Informants

*  Search Warrants

» Digitd Forenscs

e Interviews

Liaison with Internet Service Providers

Return on I nvestment



* Providesthe IP address, date and time of unauthorized access.
* Providesinformation on what the hacker did while on the system.
* Providesinformation on the type of attack and data stolen.
»  Providesinformation on what the hacker is doing.
* Allowsinvestigators to conduct an on-going investigation.
* It may bedifficult to read the data
* Keepyour eyes & ears on the Internet.
o Groupinfiltration
o IRC
0 Consensua recordings of audio and IRC
* Main PC for Search Warrants & Wiretap.

e Crucid to have good informants. Criticd for recovering computers and digita
media

* Reguirestrained prosecutors and investigators to present the factsto ajudge.
» Providesinformation on activity that occurred on the compuiter.

» Criticd evidence may be located on the digitd media.

» Traning for digita forendcsislong and expensve.

» Confessons are easer to obtain when the crimind is confronted by redlity.

* Information on other cyber criminds.

* Completion of missng details.

*  Can provide information on the location of cyber crimind.

» Canintercept datafor the investigation.

* A defendant may not cooperate with Law Enforcement. It can provide dl the
materia you need.

L aw Enforcement Scene
Most law enforcement agencies recognize the need for computer literate personnd.

Increased cooperation between the US and other governments is crucid for
investigation. Crime extends beyond traditiond borders. Crimes with this type of



scope n the crime make it difficult for loca prosecution. Treaties of cooperation with
other governments will be extremey hepful.

What Law Enforcement Can Do

They must combine technicd sills & invedigative experience into a unified group.
They mug provide nationd & globd cooperation. They must aoply more traditiona
investigetive techniques dong with the technical expertise that opens up cases. There
must be along-term commitment of resources, which asssts everyone.

L egal Response to Cyber Crime
Cyber Crime Legal Approaches

Governments have passed a variety of laws to address the increase of computer
cimes. The firsd computer crime datutes were passed in 1986. Locad and regiond
areas have dso passed laws to address cyber crime at their leve. Loca and regiond
laws generaly mirror the nationdl laws.

Large Nation Responseto Cyber Crime

One nation created a Computer Crime & Intellectua Property Section (CCIPS) to
formulate policy on computer crime. CCIPS is respongble for issuing country-wide
guiddines on the search and sazure of digitd daa Each individud Attorney
Gengd’'s Office has a specidly trained prosecutor that is responsble for the
prosecution of crimes where a computer is utilized.

Title 18, USC 1029 and Other Laws (Examples of national laws)

This law is desgned to prosecute individuds for trafficking or trading passwords or
credit cards numbers that they are not authorized to possess. The law prosecutes
individuals who use software or hardware to produce or didtribute passwords or credit
cad numbers. Criminas utilize credit card generators or trade stolen credit card
numbers on the Internet in ever increesng numbers. They have to be stopped or the
entire economy suffers.

Title 18, USC 1029 Penalties

Individuas convicted for violation of 1029 can be sentenced to 15 years in prison for
the firgt offense,

Individuas convicted a second time for a previous violation of 1029 can be sentenced
to 20 yearsin prison.

Title 18, USC 1030
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This lav is used to prosecute individuds who intentiondly access a nationdly
protected computer without authorization.

Nationdly protected computers are government computers and those determined by
the government to be involved in interstate commerce. An example would be bank
chain of locations that uses the Internet and has a system of computers to track their
transactions. There must dso be damage in excess of $5,000 or harm to public safety
and/or nationa security. This law is aso used to prosecute individuds for reessing
viruses or worms that cause damage.

Title 18, USC 1030 Penalties

Individuals convicted for violation of 1030 can be sentenced to 15 years in prison.
Individuas convicted a second time for a previous violation of 1030 can be sentenced
to 20 yearsin prison.

Title 18, USC 1362

This law is used to prosecute individuds for willfully harming or destroying
telecommunications sysems. An example would be an Internet Service Provider. The
act can aso be used to prosecute individuals for planning to conduct the offense.

Title 18, USC 1362 Penalties

Individuds convicted for violation of 1362 can be sentenced to 10 years in prison for
the firg offense.

Title 18, USC 2511

This law is used to prosecute individuds for intentiondly intercepting wire, ora and
electronic communications. The law is adso used to prosecute individuds who use
equipment to cause communications to be intercepted.

Title 18, USC 2511 Penalties

Individuals convicted for violation of 2511 can be sentenced to five years in prison for
the first offense.

Title 18, USC 2701

This lav is used to prosecute individuds for intentiondly accessng, without
authorization, a facility where eectronic communications are provided and stored.

Title 18, USC 2701 Penalties

Individuals convicted for violation of 2701 can be sentenced to two years in prison for
the first offense,

Title 18, USC 2702

10
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This law is used to prosecute individuds for intentionaly disclosing stored eectronic
communications. This section provides for the prosecution of individuds who provide
the information to unauthorized recipients of the data contents.

Patriot Act

This Act was passed in response to the attacks on the World Trade Centers in New
Yok and the Pentagon in Washington DC on September 11, 2001. The Act
supplements  exiging lavs by expanding and increesng pendties for crimes
committed with computers. The Act has a specific provison for cyber terrorism. The
U.S. government is required to expand their cyber forensics capability.

The Act authorizes intercept voice communications on the Internet. It expands the
definition of a “Protected Computer” to include computers in foreign countries. This
was done to address the interdependence of computers on the Internet.

Note A dgnificant problem with investigation of cyber crime is the lack of an
edablished legd framework, paticulaly in an internationd setting. Jurisdictiond
issues and lack of laws in countries makes it extremey difficult to conduct
investigations across national borders.

I nternational Legal Framework

As previoudy indicated, a dggnificant problem with investigation of cyber crime is the
lack of established legd framework. Jurisdictiond issues and lack of laws in countries
makes it extremdy difficult to conduct invedtigations across national borders. Cyber
ciminds utilize this dysfunction to thelr advantage. They “bounce€’ across numerous
computer systemsin countries without appropriate laws that address cyber crime.

Cyber Crime Incident Response
What isIncident Response?

Information systems (network devices, servers, hodts, efc.) are subject to mdicious
activity on a regular bads. Fortunately, the vast mgority of atacks are unsuccessful.
Incidents on networks and systems, whether from internal or externd sources, will
continue to chalenge law enforcement officers and information security personnd.
The chdlenges include how to respond, what persons‘companies/local or regiond
authorities/country-wide authoritiesinternational  authorities or groups to notify, and
to preserve “evidence’.

An incident is typicdly caused by an anomaous event on a computer network. That
event can be caused by an intruder who gains unauthorized access to a company emall
server or a hacker who causes a web face defacement of a victim corporation. When
an incident by a hacker or crimind is detected, lav enforcement personnd need to
respond in a manner whereby the digitd evidence is not going to be compromised by
improper handling.

11
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Prosecutors may need to issue subpoenas or warrants tha dlow law enforcement
personnd to acquire the data of the investigation.

Why Incident Response?

In order to identify and recover from the breach of a corporation’s network and have a
process that law enforcement officers use, established procedures must be in place to
mitigate the damage causad by the unauthorized crimina activity.

 Without a formdized process in place criticd information may not be
properly identified or may be lost as evidence.

*  These processes can be thought of as the Incident Response (IR) Cycle.

» The IR Cyde is criticd for the proper acquistion and andyss of digitd
evidence.

What isan Incident?

In order to respond to an “incident”, we must know what an “incident” is._An
“incident” _can be thought of as an “adverse event” that threatens the confidentidity,
integrity or accesshility of a computing resource. An “adverse event” would be a
negative action that can be observed. Examples being a reconnaissance of a network,
aDenid of Service attack, unauthorized access to a corporate email server.

Incident Response
Unauthorized access is normdly acquired in the following methods:

— Vdid Usr Credentid — A crimina/hacker may acquire a vdid user 1D
and password from co-workers or by capturing the information from a
computer network. Vaid user credentids dlow a crimind access
without setting off many darms.

— Vuhneable Services — Computer that are not “patched” or properly
cared for are vulnerable to a variety of attacks by criminds or hackers.
An individud can bresk into a computer and then create vdid user
credentids for themsdlves thus making it difficult for lawv enforcement
officersto identify.

— Backdoors — A backdoor is typicdly a program that is crested on a
computer that provides unauthorized access to the computer.
Backdoors can be created by hackers to dlow themselves access to the
computer when they want.

Role ComputersHavein IR

12
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Computers are used by criminals and hackers to conduct ther illegal activity.
Prosecutors and law enforcement officers need to know how to differentiate

between the varying rolesthat computers havein computer crime,

Victim: A computer that is the object of an intruson or unauthorized activity.
Critica evidence can be located on the system.

Instrumentdity: Computers that are used to conduct illegd eactivity. A
hacker's computer is an example of an indrumentdity. These sysems can
aso have critica evidence of a crime and must be seized by law enforcement.

Evidence Computers that are used to store evidence of the crime. These can
be the victim or hackers computer, which contain digita evidence that must be
seized and andyzed by law enforcement.

Incident Response Cycle

Preparation
Detection
Andyss
Recovery

After-Action

Preparation involves

1. Incident Response Policy — Policy must be formulated that describes
who responds.

2. Incident Response Procedures — This describes the actions that must
take placed during an unauthorized incident.

3. ldentification of Team — Cetan personnd will be responsble for
searching and seizing digital evidence, for andyzing the evidence, etc.

4. Traning of Team — Without proper training, the team will not be able
to properly respond to computer crime.

5. Equipment for Team — The proper equipment is vitd to the success of
acyber investigation.

6. Liason with lav enforcement — Contact must be mantaned with
different law enforcement agencies due to the transnationd nature of
cyber crime.

7. Liason with other CIRT's, ISP's, etc. — Liason with government or
corporate incident response teams is important due to the sharing of

13
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information that can provide law enforcement officers with important
information on hacker techniques.

Detection involves,

1. ldentification of the incident. In order to investigate an incident, law
enforcement officers must be aware that illega activity has teken place. There are a
number of mechanisms for this identification:

a. Intruson Detection Sysems (IDS). — IDS detect incidents
and captures the information for andyss.

b. Honey pot's (traps) — Hardware and software that is used to
identify the techniques that criminas are usng to bresk into
computer networks.

c. Unexplaned high network bandwidth utilization. — A high
ue of a nework can be a hint that an unauthorized
individua has acquired access.

d. Unexplaned user accounts. — User IDs that do not belong
to ay known personnd ae typicdly a dgn tha an
unauthorized individua has acquired access to the network.

e. Unexplained utilizetion of disk storage. — Low disk space
on computer systems is another indicator of unauthorized
access.  Crimindsg/hackers typicdly use computer networks
that they “hack” into to store or hide their crimina data.

2. Caegorization of the incident. An incident must be categorized in order for
the proper response to be conducted.

1. Mdicious code. — In this kind of incident, viruses, worms or
other software that is used by hackers must be andyzed to
determine what kind of illegd activity is occurring.

2. Unauthorized Access — This type of incident is conducted when
an intruder/or crimind acquires illegd access to the computer
network.

3. Denid of Service — A DoS atack is a crimina event whereby
an individud or groups of individuas atack computer sysems
to cause damage.

3. Prioritization of Incident
Leve 1 — Root or Administrator Account Compromise /Access.
Leve 2 — User Account Compromise/Access.
Leve 3 — Unauthorized access to a system.
Leve 4 — Network or System Scanning.

Andysis involves determining what took place:

— Live Sygem Forenscs — This is the methodology of identifying and
processng digital evidence from a computer that can not be turned off
due to its critical function. It may be a computer that 5 used to run a
hospitd and thus can not be turned off due to the medical implications
to patients. These sysems are typicdly:

14
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» Network Devices— Routers or switches that run a company.

* Savers — Criticd systems that may be used to process a water
treatment plant or dectricd facility and thus can not be turned
off.

— Traditiond Computer Forendcs — In most circumdtances, law
enforcement officers will be in a postion to turn off a computer sysem
that may contan digitd evidence of a cime In this dtuation, the
computer is turned off and seized as evidence using proper forensc
techniques.

— Stand-done sysems — Thee types of computers ae typicaly
individuad workstations or lgptop computers.  They can dso be
portable devices.

— Reporting — The process of reporting the information that is identified
is crticd for law enforcement officers.  Without proper reporting,
important evidence may not listed for prosecution purposes.

Incident Response Issues — There are a number of issues tha law enforcement
officers need to be aware of when investigating cyber crime.

Operating Sysems — No individud law enforcement officer can possbly know the
many different operating systems that are in use. It is important that law enforcement
offices learn as much as possble about the different operating systems that are in
avaladle.

— Microsoft — This is the most common and popular operating system in
exigence and will be seen extensvely as evidence in cyber crime.

— Linux — Thisis afree operaing system thet is popular with hackers.
— Solaris— This operaing system is popular in large corporations.

— Cisco — This operating sysem that runs on network devices like
routers and switches can be difficult to operate and to locate digita
evidence.

— PDA — Personnel Digital Assigtants are popular and carried by narcotic
traffickers, hackers and cyber criminds. Law enforcement officers
must be aware that critical data are contained on these devices and that
they must be seized.

“Live” System Forensics
What if the system that has been compromised cannot be powered down because it is
has a critical busness function? How do you respond to this incident? The response

mechanism will be conducted on a “live’ sygem. Typicdly, the following
information should be gathered from a system that cannot be powered down:
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1. Sysdem dae and time. — The current date and time must be
captured for evidentiary purposes. They show the date and time of
the sysem and can be used to vdidate the date and time of
unauthorized activity.

2. A lig of currently running processes. — This lig will show what
programs are running on the computer. This is important if a virus
or some other illegd program has been ingtdled.

3. A lig of currently open sockets. — This lig will show wha
programs could be available for a cyber crimina to connect.

4. The applications ligening on open sockets. This list will show the
programs that have connections; they could be from a*hacker”.

5. A lig of the usars that are currently logged on. — This lig will
show who is connected to the computer and from where.

6. A lig of the systems that have current or had recent connections to
the sysdem. — It is critical to acquire this information because the
cyber crimind may have dready left the sysem and it is important
to identify where he came from.

The following are the specific Windows and Unix/Linux operating sysem commands
tha must be used to gather the digitd evidence that was just referenced. It is
necessary to utilize a forensic floppy disk or CD in case the cyber crimind has dtered
any of these commands to delete or overwrite evidence.

Windows Unix/Linux
Egablish atrusted shell cmd.exe /bin/bash
Record the system date datetime w
andtime
Determine who is logged Logged on w
on
Record time/date samps dir Is
Record open sockets netstat netstat -an
List Processes that open fport | sof/netstat -anp
sockets.
Lig  currently  running pdist ps
processes.
Lig  sysgems  recently nbtstat netstat
connected w
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Record system time dateltime script, vi

Record the steps taken doskey history

Traditional Computer Forenscs —The vat mgority of lav enforcement officer
reponse will be on computer sysems that have been turned off and seized as
evidence. The following processes are a generdized view of what takes place during
the forensc investigation:

Physcd image is made of the magnetic media — A forensic image or copy is
made of the evidence and the origind is then stored. Proper forensic tools and
techniques must be utilized during this process. If not conducted properly,
critical evidence may be dtered or destroyed.

Logicd image is made of the magnetic media — A logica copy is made
which will provide an investigator with the data that exiss on the computer
system. A logica image will not provide ddeted files and other information
thet is crucid to an investigation.

Physica image is restored to dterile media for processng. — If required, the
forensic image is copied to another hard drives for processng. Never conduct
forengc analysis on the origind evidence.

Physicad imageis processed for:

— Directory Liging — This shows dl the directory and files on the
computer system.

Hidden Files — During the forendc andyss hidden files ae
identified.

Déeleted Files— Deleted files are recovered for andyss.

Encryption — A search is made for files that may be encrypted. A
search is aso made for passwords.

Fle Slack — A dealed andyss is made of file dack in order to
identify critical datathet may be stored on the computer.

Incident Response Cycle

Containment and Recovery involves:

— ldentification of other sysems tha may be compromised — During the
response phase, law enforcement officers may dso need to identify
other computers or networks that have adso been the victim of cyber
activity.  In many ingances, this will require a prosecutor to acquire
subpoenas or search warrants.

— Minimizing the impact to the network — It is important to minimize any
additiona potentid damage to a computer that has been the victim of a

17




18

cyber crime. Law enforcement officers must do dl that is possible to
keegp damage to a minimum.

Restoring systems to norma operation — Once the computer has been
forendcdly copied, it may require that the sysem be restored and
returned to the owner.

« After Action Involves,

How did the incident occur? - It is critical to identify the nature of the
attack and how they were able to circumvent security.

How to prevent smilar incident from occurring in the future? -
Information must be shared with other CIRT's, law enforcement
agencies, etc. in order tha preparatiion can be made to minimize the
impact from smilar atacks.

What worked/didn't work during the response? - Every incident
response should be seen as a learning experience and law enforcement
officers must learn from their mistakes in order that they don't repest
them in the future.
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Case Study:

Victim Company’s Information Technology (IT) director (heresfter referred to as
Acme) receves a phone cdl from the Information Security (1S) director of a
multinationa corporaion. The IS director advises the Acme IT director that they are
monitoring  unauthorized  activity origingting from the Acme nework. The
unauthorized activity involves the breech and access of the multinationd company’s
internal network.

The IS director advises Acme that they have identified five (5) IP addresses
originating from the Acme network. The IS director advises that one of the IP
addresses, within Acme's network range, has contact nformation in Russa, based on
the “who is’ lookup. IS director and daff attempt to determine if an Acme employee
is responsble for the unauthorized activity.

Acme IT daff locate two (2) of the five (5) IPs provided by the multinationd
corporation. The two devices identified are a Citrix server and a Checkpoint Firewall.
Acme personnd are unsure of what actions to take to identify what activity is taking
place. Acme brings in outside assstance.

A review of DShidd.org logs reved that 2 of the sysems have been reported to the
dgte for conducting unauthorized activity. If your IP address is liged, you have
probably been compromised:

IP Address Host Name
82 165 52125 S0 82-166-52-125 barak net il

62.101.69.61
218 190 37 157

8§2.182.99. 32 '35233-"5,—23? 1-1-7-48a msp.mlm_bostream. se
65228

218 197194 123 B8y

80.54 239171 ri54?5-"65__“32 dg171 neoplus_adsl tpnet pl

22049236 43 85288 YahooBB220049236043 bbtec net

] 3259,

BO- 1116312 T8

213.22.90.229 a213-22-90-229.netcabo.pt

248102 114,150 59190, pcd582150 netvigator.com

A “livé andyds is conducted to identify ongoing activity from the two systems.
Anayss identifies an IRC channd that is active. Traditiond forensc andyss is
conducted of the two identified sysems. The rule set on the Checkpoint Firewdl is
st to ANY. Large amounts of Warez are located on the Firewall. Forensc analyss is
conducted on the Citrix server. The andyss identifies numerous scanning and
password cracking programs like nmap and |Ophtcrack. Also located are large
password files and Warez.

The forensgc andyds dso identifies thaa VMware has been ingdled on the Citrix
sarver with Red Hat Linux 8 as the indaled OS. An IRC sarver has been ingtdled on
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the Linux system. A review of the Firewdl logs reveds. Acme's IT daff are contacted
and aked if they had ingaled any of the scanning, password cracking, Vmware or
Linux on the Citrix server.

Acme personnd respond that those programs where not indaled by their taff.
Forensc andyss of the SWAP file (Pagefilesys) identifies numerous Linux
commands being run and being used to conduct attacks againgt victim multi-netiond
corporation and many others. Firewal logs were not being reviewed. No policy or
process was in place to respond to incidents.

IT personned did not recognize anomaous activity on their network that included
massive bandwidth utilization. 1T personnd did not even have a current network
topology of their systems. It was a Situation that was ripe for a cyber attack.

Computer Forensic Investigative Techniques

Computer Forenscs—Why?

Imagine the following:

You didn't recognize criticd evidence or information.

Y ou could not locate vitd data.

Y ou could not use any documents or records.

Y ou accidentaly destroyed evidence.

Y ou how needed to resolve an dlegation or an issue.
Now you should see why computer forensics are required.
Computer Forensics—What isit?

Definition:  Computer forendcs is the discipline of acquiring, preserving, identifying
and examining digitd media It involves retrieving computer deta in order to meet
dandards for admisshility as evidence in legd proceedings. Computer forensc data
recovery is the bass for saizure of evidence in dl computer-based investigations.
Note: The mog critical component is that the original media CANNOT be dtered.

Computer Forensics

Advances in technology have made computers a ubiquitous device tha is becoming
indispensable for entertainment or work. Hard drive storage area has become so large
that the computer can be thought of as the modern day filing cabinet. Just as a filing
cabinet would be seized during an invedtigation, so must dl computers and digita
media
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Law Enforcement Response

Lav enforcement authorities, ie. Police, Prosecutors, etc. must have trained and
experienced invedtigators that know how to supervise or conduct proper computer
forendcs invedtigaions. Investigations can receive great assigtance from the evidence
that is recovered from computers, persond data assstants and removable media
(floppy disks, CD’s, Zip disks).

95% of dl information generated isin DIGITAL form

How Much Data?

One Byte = 8 hits
* OneByte =1 character

One Kilobyte = 1024 bytes

One Megabyte = 1,048,576 bytes
*  One Megabyte = 1,000 -1,400 pages of printed text.

One Gigabyte = 1,073,741,824 megabytes
*  One Gigabyte = 100,000 — 140,00 of printed text.

Computers Forensics
* |dentify the perpetrator of the act, can be crimind or civil in nature.

* Identify the means and methods by which access was gained to the computer
or network.

» Conduct adamage assessment of the victim computer.

» Preservethe evidence for judicial recourse.
Whereisthe Evidence?

* Removable Media: Floppy Disk; Zip Disk

 Hard Drive: IDE; SCS

« CDROM

* Magnetic Tape

» Electronic Organizers
Computer Forensics— I ssues

* Operating Sysems
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Microsoft
Unix
Linux
Cisco
Apple
Handspring
Examination of Evidence
» Rdiahility of evidence
» Adherence to accepted protocols and practices (standards).
» Useof proven/ accepted software.

* Ability to tetify as to methods and results of andysis.

» Traned and certified computer forensics examiners.

Proper training is crucid for testimonia purposes.
Exploitation of Evidence Requires.

Separating pertinent evidence from non-pertinent. There then must be an evauaion of
the evidence for criticdity and usability in judicdd environment. There must adways
be a documentation of actions taken by the examiner.

Computer Forensics- M ethodology

1. Chainof custody.
2. Forendc copy is made of the digitd evidence with “hashing” (digitd
fingerprint).
3. Forendic copy is made to agterilized media
4. Forensic copy is processed for:
* Directory liging
Key word search
Latent data
Hidden files
Emall
e Encryption

Digital Evidence
» Digita evidence is composed of three categories:

— Active Data — Folders and files that are visble and avalable to the
Operating System.
— Ambient Data— Information that is composed of:
1. Deetedfiles
2. Fledack
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3. Random Access Memory (RAM) dack
4. Unallocated space
5. Metadata
6. Tempfiles
— Archivd Daa - Information that is backed-up and sored
independently of the computer.

Forensic Software- EnCase

EnCase is a Microsoft based program that can make a forensc copy of the evidence
and dso create a “hash”. The EnCase software is adso utilized to conduct forensic
andysis of the evidence file that is created

Digital Evidence

This is an example of an Active word document (credit card information) that can be
viewed by the EnCase forensic software.

Credit Card Number Expiration Date
4948 3939 4973 2094 12/05
3765 2906 1836 3947 1/07
3845 8276 1048 5097 407
3394 2093 9842 9829 B/08
2873 BET2 1928 4487 12/08
3987 4730 4873 0938 407
3280 0983 8729 0973 3/06
2827 4830 7349 B283 307
TE48 7436 2949 7493 5/035
3498 TE38 3298 0947 306
6374 9872 0943 E734 207
3487 0837 9849 393 409
3748 2987 5647 8127 3/08
4857 D938 7638 7649 808
8574 1287 4905 8729 709
3874 9876 2937 3487 407
5783 9832 0874 9832 T/06
3838 7382 9834 9032 9/09
5483 8763 6384 9263 3/05
3874 7483 9073 2389 8/07
3847 B973 2738 1028 106
3847 8730 3874 4987 208
9847 BV5E 7643 9874 308
8596 B739 3784 7638 2/05
3874 9850 2871 2973 6/06

EnCase can be utilized to examine Active, Latent and Archival data without atering
the evidence. The EnCase software is utilized by most law enforcement agencies
around the world for computer forensics.

Forensic Software- FTK

FTK is dso a Windows based digitd forensics program that is ale to make forensic
copies and “hash” the evidence. FTK is wel known for software's ability to index
data and process emall. FTK is easy to use and provides an investigator the ability to
view Active, Latent and Archiva data without dtering the evidence. FTK is dso used
extensvely by law enforcement to process digital evidence.
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Tools-1 Look

| Look is a forendgc andyss tool that combines functions, under a unified interface
examination, that a one time you would use many different tools to perform andyss.
An Explorer-like interface dlowing you to view and navigate the file sysem as it
origindly appeared on the suspect computer. Three built-in search engines (standard,
bulk search and indexed search modes) to utilize. Link points to investigator defined
viewer technology. Inbuilt multi-format file viewing. |1 Look is generdly restricted to
law enforcement personnel; forensc personne working for law enforcement agencies
with a gtatutory role; military investigetors

E-Mail Investigations
E-MAIL

E-Mall is probably one of the most pervasve communication mediums in world. It
was edimated that over 12 bhillions emal were sent every day in 2001. (Jupiter
Communications) E-Mail can be received not only through the traditiond means of
the computer, but aso through Cedl-Phones, Kiosks, Pagers and Personnd Digitd
Assgants (PDAs). E-Mall is used by ciminds to communicate, commit fraud, send
threats to schools, etc. E-mail provides an individud with unprecedented anonymity.
E-mail can be “ spoofed” to gppear to come from another individual or compuiter.

Law enforcement officals must be able to locate, retrieve, read and interpret e-mal
when conducting an investigation. Reading and interpreting e-mail headers is a crucid
to tracing the origination of a sugpect’'s e-mal. E-Mail is usudly formaited in ASCII
text and is readable. Non-text files (pictures, movies, sound) can dso be sent, but they
arein binary format. Binary data can only be read with specia software,

*  There are three components required for an e-mail sysem:

1. Mal User Agents (MUA) — Programs like Outlook, Outlook Express,
Netscape Navigator, Eudora, etc.

2. Mal Trander Agents (MTA) — The sarvers that “send” e-mall to its
intended dedtination. The Smple Mail Transport Protocol (SMTP) is
normaly used.

3. Mail Ddivery Agents (MDA) — The servers (that “receive’ e-mall for
a recipient. The Post Office Protocol (POP) and Internet Messaging
Access Protocol (IMAP) are normally used.

The three different components interact with each other in order to send and
deliver e-mall.

Each machine adds its own header information to the original e-mail header
information.
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Spoofed E-mail

* E-mal can easly be made to gppear to come from another person. This is
known as “ spoofing” e-mall.

* Inorder to “spoof” e-mail, the subject conducts the following:

— 1. Fnds an emal saver that does not require authentication and
telnets to port 25 (SMTP):
* Telnet (IP ADDRESS of server) 25

— 2. Entersthe following commands:

e HELO

* MAIL FROM: (Sender fake e-mail address)
RCPT TO: (Recipient true e-mail address)
SUBJECT: (Subject of e-mall)
DATA (Information being sent)

I nvestigating E-mail

In order to determine the “sender” of an email message (poofed or normd), the law
enforcement officid will need to view the e-mall header. The e-mal header provides

details on the MTA’s that were utilized to forward the e-mal tha is beng
investigated.

» The header information provides the following information on MTA's
— 1. IPaddress
— 2. Daeand time email received
— 3. Message ID

» Thee-mall header is read from the bottom to top.

* The fird Received From entry provides information on the server name and IP
address of the sending MUA.

* A WHOIS query (Netscan tools, Sam Spade) is required in order to determine
the registered owner of the server and 1P address.

*  Once the registered owner or Internet Service Provider (ISP) is identified, a

court order is typicdly required for the following information (dependent on
laws):

— Subscriber — Name, address, account status, etc.
— Transaction — Log on/off times and dates.
— Content - Actud contact of the email.

Investigators need to serve subpoenas or search warrants very quickly on an ISP
ISP's normdly do not keep the referenced information for more than a few days to
weeks. If it will take a Sgnificant amount of time to recelve a subpoena or warrant,
telephonicaly advise the ISP of the pending court order so that they can preserve the
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information that will be requested. Be aware that some ISP's may not be law
enforcement friendly and may compromise the investigation.

E-Mail
E-mail headers provide avast amount of information on the sender.
E-Mail (MSOUTLOOK Viewing)

To view MS Outlook, double click the e-mail that is to be reviewed for header
information. In the e-mail, click the View menu to Options to see the header
information. Cut and paste the Internet headers to a document for review. E-Mall
headers provide a vast amount of information on the sender.

E-Mail (MS EXPRESS)

To view MS Outlook Express, click once to highlight e-mail headers to be viewed.
Click the File menu then the Propetties. The header info is viewed in the Detals
window. Click the Message Source button to view the header information.

E-Mail (EUDORA)

To view Eudora e-mail, double click the e-mail that is to be reviewed for header
information. Click the Blah, Blah button to view the email headers. Cut and paste the
Internet headers to a document for review.

Web-Based E-mail

Web-based emall is email that is not trangported via the norma SMTP. Web-based e
mail is not normdly kept on a sarver or the dient computer, unless saved to the
computer. An individud can sgn up for a web-based email account and send emal
from anywhere in the world. The web-based service providers normaly “capture’ the
initiad IP address that edtablishes the account (Important). Web-based e-mail is
becoming the universd front-end to sending and receiving mail. Each time a user
connects to their web-based emall, a “sgp-shot” image is made and hdd temporarily
in the Internet cache folders. These folders can sometimes be recovered by examining
the cache folders, HTML files and unallocated space.

Remailer E-Malil

Remailer’s are web-based agpplications that dlow an individua who wants to reman
anonymous to hide ther e-mal identity. Remaler's make it virtudly impossble to
determine the identity, identifiers or origin of a paticular e-emal. Examples of
Remailer e-mail include Anonymizer, Sendfakemail and W3.

Important: Each machine strips off the original header information and adds its
own header information.

L ocating E-Mail
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* Theinbox file contains mail that has been delivered to the recipient.
» The outbox file contains mail that that has been prepared but not sent to the
recipient.

* Thesent file contains mail that has been sent to its destination.

* The ddeted file contains mail that has been deleted. (Once e-mail has been
ddeted from thefile, it can only be located in undlocated space).

* E-mall can be restored by importing the suspect .pst/.dbx/.mbx file to a clean
copy of MS Outlook or MS Outlook Express.

* The e-mal file is then restored and can be viewed by the law enforcement
officid.

»  Stepsfor importing e-mail to MS Outlook:

1. Ingtall Outlook or Outlook Express on Forensic Workstation.

2. Deete any default Microsoft messages from inbox and aso from the
deleted file.

3. Click File button, drop down to Import and Export button.

4. In the Import Export Wizard window, highlight Import Internet Mall
and Addresses and click Next.

5. Select e-mail client to import and click Next.

6. Click Finish in next window.

Further Location of E-M alil

* MS Outlook — Is normdly located in the default individud e-mal user folder
(FOR WINZ2K):
— C\Documents and  Sdtings\(username)\Loca  Settings\Application
Data\Microsoft\Outlook\outl ook.pst
¢ TO CONFIRM, DO A SEARCH FOR *.PST

 MS Express 6 & 5 — Is normdly located in the default individud emall user
folder (FOR WINZ2K).
— C\Documents and  Setings\(username)Locd  Settings\Application
Data\ldentitiesHEX #)\Microsoft\Outlook Express\* .dbx
+ TO CONFIRM, DO A SEARCH FOR *.DBX

e MS Express 4 — Is normdly located in the default individuad email user folder
(FOR WINZ2K).
— C:\Documents and Settings\(username)\My Documentsiemall\* .mbx
*+ TO CONFIRM, DO A SEARCH FOR *.MBX
E-Mail Revisited: Suggestions

During the course of an invedigdtion, if a victim dte camot be vidted to retrieve
“suspicious’ e-mall, the emal can be set to the law enforcement officd as an
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atachment. Never have the eemail forwarded. This will cause the victim's header
information to replace the “ suspicious’ e-mail header informeation.

Introduction to the I nter net
Thelnternet

The Internet started as a network for scientists and educators. It was used to alow
communication between disparate networks. The Internet was desgned with
redundancy in mind. It was fdt that if one part of the Internet became disabled, then
the communication could be routed on a different node. It isa Network of Networks.

How the Inter net works

The computers that link the Internet have Internet Protocol (IP) Addresses. No two
machines can have the same IP number when communicating. |P addresses are globd
and dandardized. All networks connected to the Internet agree to use the same
scheme for edablishing an address. Example Uniform Resource Locator and
Domains. URL: 123.456.78.90 = Domain name

Examining the Internet more closdy we know that every house on a dreet has a
unique address. The name on the mailbox in front of the house probably identifies the
occupants and is rdatively unique. The same istrue on the Internet.

e Dynamic Vs Satic Assgnment

—  Dynamic - randomly assigned to user
— AmericaOn Line, Loca 1SP Supported
— Changeswith each 9gn on
— Traceable through ISP

— Static - dwaysthe same address for user
— Doman Hogting Services
— Alwaysthe same
— Traceable through ISP

Internet Services
* What you need to accessthe I nter net

—  Computer with modem or broadband connection.

—  Web Browser (MSIE, Netscape, Opera)

— Optiond Software and Plugins
— ISP Specific (AOL, AT&T, Prodigy, Loca Provider)
— Usenet (Newsgroups) Software
— Internet Relay Chat (IRC) Software (Pirch, MIRC)

* Hypertext Transfer Protocol (http)
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— How browserstak to servers and read Web pages
— Configure graphics, text, sounds and files
—  Use specidly written programs to execute commands:
— JAVA Applets and scriptlets
— CGI Script
— Shockwave, VRML, etc.

—  http:/AMww.microsoft.com
— extensons determine the type of site:
.0rg - organization
.edu - educeation
.com - commercid
.net - network
mil - military
.gov - government
S
Like birds on awire - each lined up in order
They fly in groups to their destination
Arrivein the origina order in which they departed
Although one or two may have strayed from the flock
The snding and recaving machines mantan
communication

I
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END NOTES

This section is added for your compiling additiond notes. Over the course of time you
may acquire supplementd knowledge that is important in your cyber crime
investigative and/or trial procedures. Increasng our knowledge is what this volume is
about, and what keeps us one step ahead of the cyber crimina
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